Diana Margarian

TP — Sécurisation du site
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1. Installation WordFence

WordFence permet de vérifier le trafic sur le site web coté client, notamment bloquer
les attaques (défiguration etc).

— On ajoute une extension pour notre site web, WordFence :

Wordfence Security — Pare-
feu, scanner de logiciels
malveillants, et sécurité de Plus de détails

‘ l' ‘. ' connexion

wnrdfenCE' Firewall, Malware Scanner, Two Factor
Auth, and Comprehensive Security
Features, powered by our 24-hour team.
Make security a priority with Wordfence.

Par Wordfence Security

{4 489) Derniére mise a jour : il y a 2 mois

5 millions et + installations v Compatible avec votre version de WordPress
actives

— On clique ensuite sur : I’'m OK waiting 30 days for protection from new threats



Are you sure you want delayed protection?

Our firewall rules block exploits targeting WordPress plugins, themes and core. Our malware
signatures detect whether your site has been compromised. We release firewall rules and malware
signatures in real-time to our Premium customers.

For less than $12.50 per month (paid annually) you can get real-time firewall rules and malware
signatures as we release them. Are you sure you want the free version of Wordfence which receives
firewall rules and malware detection 30 days later than our Premium customers?

I'd like real-time protection!
| I'm OK waiting_30 days for protection from new threats l

— On renseigne notre mail, puis on clique sur Yes et on accepte les conditions :

Get Wordfence Free

Site URL: https:-//dianamargarian fr

Email

margariandiana03@gmail.com

This is where you will receive your license key and any future security alerts for your website

Would you like WordPress security and vulnerability alerts sent to you via email?

- I3

| have read and agree 10, as applicable, the Wordfence License Terms and Conditions, Wordfence CLI License
Terms and Conditions, the Services Subscription Agreement, and Terms of Service, and have read and
acknowledge the Wordfence Privacy Policy and Notice at Collection.

— Une fois enregistré on va dans notre boite mail et on appuie sur le bouton Install :



Your Wordfence License  eeite de réception «

Wordfence <list@wordfence coms

Amoi -

— Puis on clique sur Install License

M Install Wordfence

Install your license 1o finish activating Wordfence.

Email

M Wordfence

Securing your WordPress website

Install Your Wordfence License

Thank you for registering for a Wordfence Free license. Your firewall rules and

malware signatures will be delayed by 30 days with Wordfence Free edition.

If you choose to upgrade to receive real-time firewall rules and malware signatures,

you can click here to get Wordfence Premium

To complete the installation of Wordfence Free, you have two options.

Automatic Installation
Click the button below to automatically install the license key for

https://dianamargarian.fr.

Install My License Al natically

The button above is valid for up to 24 hours and only within the same browser from which
the license key was requested. After that time period, or when accessing your site from a

different browser, you will need to install the key manually.

margariandianal3@gmail.com

This is where future security alerts for your website will be sent. This can also be changed in Global Options.

License Key

a70@e8fd3442db2c7db15164bd9e@949674606006327d3af307631badb7 fadebdad4722e55e2abf5e55271¢55191778d3e3bf8d756d8871dc59f3beebaad3ead

INSTALL LICENSE

- Installation terminée :



Free License Installed

Congratulations! Wordfence Free is now active on your website.

GO TO DASHBOARD

Ml'ﬂ Wordfence Dashboard Learn more about the Dashboard &'

Wordfence Protection Activated

Premium Protection Disabled

As a free Wordfence user, you are currently using the
Community version of the Threat Defense Feed.
Premium users are protected by additional firewall
rules and malware signatures. Upgrade 10 Premium

Firewall Scan 1oday 1o improve your protection
WAF Currently in Learning Mode Detection of security issues
. UPGRADE TO PREMIUM ARN MOR
Manage Firewall Manage Scan
Notifications Wordfence Central Status
Wwordfence Central allows you to manage Wordfence on multiple sites
20 issues found in most recent scan [x] [ ] from one location. It makes security monitoring and configuring
Wordfence easier.
Updates are available for 13 plugins and 7 themes Q .©.
°® Connection: Mot connected
Audit Log: Disabled (premium feature) Manage
Connect This Site Visit Wordfence Central
Tools Help Global Options
Live Traffic, Whois Lookup, Import/Export, Manage global options for Wordfence such
. . P, Import/Exp Find the documentation and help you need 9e g . P
and Diagnostics as alerts, premium status, and more
Firewall Summary: Attacks Blocked for dianamargarian.fr Total Attacks Blocked: Wordfence Network
Mo Data Available During Learning Mode 30 Days

2. Installation Login Lockdown :

L'extension "WordPress Login Lockdown" sert a limiter les tentatives de connexion
échouées pour protéger votre site contre les attaques par force brute.

— On ajoute I’extension Login Lockdown :



Login Lockdown &

Installer maintenant

Protection

Protect, lockdown & secure login form
by limiting login attempts from the same
IP & banning IPs.

Par WebFactory

- Puis on active I’extension :

@

Login Lockdown &
Protection

Protect, lockdown & secure login form
by limiting login attempts from the same
IP & banning IPs.

Par WebFactory

Plus de détails

Plus de détails

— On vérifie la présence de Login Lockdown dans Réglages :



Comptes Général
criture
Lecture
Commentaires
Copier et suppri-

mer les
publications Permaliens

Confidentialité

Yoast SEQ

Wordfence .

— Avant de vérifier le captcha il faut cliquer sur Bult-In Captcha :

5| 2FA ’%\d Captcha €% Cloud Protection g Temp Access m

':'] Login Protection E Activity @ Country Blocking

Captcha v
Captcha or "are you human" verification ensures bots can't attack your login page and provides additional protection with minimal impact to
users
Click the Verify Captcha button to verify that the captcha works properly. Otherwise captcha settings will not be saved.

Save Changes ./
Usemame or Email Address Usemame or Email Address
Usemame or Email Address | Usemame or Email Address
“ Password Password “ ]
®
Password ® | Password
- Are you human? Flease solve:3 — O -

I'm not a robat

Remember Me Remember Me
Remember Me Remember Me

Captcha Disabled Built-in Captcha reCaptcha v2 reCaptcha v3
= No Additional Security = Medium Security = High Security = High Security

= NO APl keys « Requires AP| Keys « Requires APl Keys

— Ensuite on vérifie le Captcha :



Verify Captcha
354

Please solve 7

Verify Captcha Cancel

Captcha has been verified successfully. Please
don't forget to save changes.

— On se déconnecte et reconnecte pour voir la présence du Captcha :



‘ Votre déconnexion a bien &té effectuée.

Identifiant ou adresse e-mail

Mot de passe

\ ®|

Are you human? Please solve: 0 3

(] Se souvenir de moi Se connecter

Mot de passe oublié ?

— Aller sur DIANA MARGARIAN

Eey | Francais v H Modifier
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